Ll | O
me
s B

¥eSets SR sy 22 GANLDoR
hiplanlJe |

RemeliMina
CrySyS Lab, BME
WWW.CIysys.hu

remeli@crysys.hu

6 HAMD .a9 | L¢ FYyR !'!' ¢


http://www.crysys.hu/

#rielinS:d A YU S &

PrivacyY ST 2 yV I 2 (== —‘

+ST SG! 112y2aNit g 2/ !



hzlelgaSitombéRt 82 Y OSft 21|

At OaFfty2a 1SLISG Ydzi
iaANB Klalyttet]l 2StS
Je A201 00 FTREFGFAYLLHEDG
91 Sy FRFG2] Ifl L2t v
11 9SG1ST YSya

&GDPR

RI
S|

+ST SG! 11 2y2aNit § 3/ !



oo
A & Ulvd

WHWISTENZPRBO b Yoh w



ala szérepidld SNB LINT K

G

[N N
N Z
a
o
Cinr—°
Ny >+

U
0p R

+ST SG! 11 2y2aNit § 5/ !



WimNIeLordd SY T 2 N2 |

Al YA1LSG I YA&alI SNFIFf2y Aa €1+ (d:
i cz23el al Ot a
i «T SYFyel 3al Ayl
S0 S S
-

T 2y2aNGt § 6/ !




QoF:B Sebzordk] SY 1 2 NP |

AY2NXt ye StF2NRdzEt & YSNISTS

AYdzLJ dzy 3 k 3t 1T k FS|1 LISRt f LR
AhEAISY a4l Syl 2NJ 01 ALMzZF23A50 1 YO
A«l SYIFyel 3 K! YSNESTESO al Syl 2
A Kamera
Awl RIDNOARIS OKY 2 {
A stb...

+ST SG! 11 2y2aNit g 7/ !



| RIFG21 FStR2t 3211+ &t

A ECUElectronicControlUnit)
i Y2YYdzy A1t OAs

é93avyta 11114406
e Szenzorokkal
I Feladatok
el RIFG21 FStR2ft 3211t &l
eCStR2f321 200 I RI{

i Y2YYdzy A1t OAs a
e CAN busz

+ST SG! 112y2aNit § 8/ !



Controller AreaNetwork

A/ ' b odzal N Syéﬂélv
i« 1 Sy Si T 2N Nasdiyl Y
@ CS2NBHEI 8BFY L5

Timestamp CAN-ID | Req Len | Data
1481492683.285052 Ox0208 aoo Ox8 0x00 0x00 0x32 0x00 OxO0e 0x32 Oxfe 0x3c
1481492674 .736055 Ox0Z2c4 ooo Ox8 OxB8Z2 0Oxec8 0x00 O0x0f 0x03 O0x00 0x9%Z 0Ox3c
1481492674, 736055 Ox02c4 0oo Ox8 OxB82 0xec9 0x00 O0xO0f 0x00 Ox00 O0x9Z Oxdc
1481492674 .736055 Ox0Z2c4 ooo Ox8 O0xB8Z Oxecc 0x00 O0x0f 0x08 O0x00 0x9%Z Oxb5a

1497323915.123844 Ox018e 000 0x8 0x03 0x03 0x00 0x00 O0x00 O0x00 0x07 0Ox3f
1497323915.112910 Ox00f1 000 Ox6 0x28 0x00 0x00 0x40 0x00 0x00

1481492674.736055 Ox02c4 aoo Ox8 0xB82 0Oxdz 0x00 0Ox0f 0xO0c 0x00 0x92 0Ox5d
1481492674.736055 Ox02c4 aoo Ox8 0x82 0Oxal 0x00 OxO0f Oxal 0x00 0x92 Oxdd
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A CAN adatok nincsenek rejtjelezve

A OBDdongle
i hf O&4s
i YI yyedSy o0Sal SNBf KS
e OBDII port-ra csatlakozik

A Viszont az adatem
11 yyesSy SNIStY
e Nem tudni, hogy egy adott
ID2KEl SySi YS¢t e
milyen adat utazik. | o
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https://www.mckinsey.com/~/media/McKinsey/Industries/Automotive%20and%20Assembly/Our%20Insights/Monetizing%20car%20data/Monetizing-car-data.ashx
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Ford Telematics™

Fleet management software from Ford

Optimizing your fleet to help your operation run more efficiently.
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Amazon Key In-Car Delivery
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Timestamp CAN-ID Req Len
1481492683.285052 0x0208 ooo 0x8 0x00 0x32 0x00 Ox0e 0x32 Oxfe 0x3c
1481492674.736055 0x02cd ooo 0x8 Oxc8 0x00 O0x0f 0x03 0x00 0x9Z 0Ox3c
1481492674. 736055 0x02c4 000 0x8 Oxc9 0x 0x00 0x00 0x92 Oxdc
1481492674.736055 0x02c4 ooo 0x8 Oxcec 0x00 Ox0f 0x08 0x00 0x9%2 0Oxb5a
1497323915.123844 0x018e ooo 0x8 O0x03 0x00 0x00 0x00 O0x00 Ox07 0x3f
1497323915.112910 0x00£1 000 Ox6 | 0x28 0x00 0x00 0x40 0x00 0x00
1481492674, 736055 0x02c4 ooo 0x8 82 0Oxd2 0x00 0x0f 0Ox0c Ox00 0x92 0x5d
1481492674.736055 0x02cd 000 0x8 0x82 Oxal 0x00 0x0f Oxal 0x00 Oxt Ox4d
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