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What is privacy?
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A Privacy is the right to private and
family life, home and
communications, to be
autonomous, to be let alone

I universal human right

A Information privacy is the right to
have some control over how your
personal information is used




Why is it important?
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Identity fraud
Your data is valuable

Profiling and surveillance

Stigmatization, discrimination
Freedom of thought and speech

Everybody has something to hide
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A Personal data;
any information related to an
identified or identifiable
natural person

A (re-)identification is achieved through * .
A i de n twhidhholds aspartjcularly '

privileged and close relationship with
the individual
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A Direct identifiers unambiguously identify a person
A fi Pr iMimster of Hungaryin2 0 1 7 0
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Someidentifiers

indirct quas) dentfier

Full name

Date of birth
Residential Address
Telephone number
Email address

Social Security number
Banking card number
ID number
Passportnumber

A GDPR refersto all personal data as identifiers which together unambiguously

identify a person in the givencontext

First name only

Last name only
Aportion of address
Age

Place of work
IPaddress

Device Id

Gender

Visited locations
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A A person is identifiable:

Ao determine whether a natural
person is identifiable, account
should be taken of all the means
reasonably likely to be used,
such as singling out, either by the
controller or by another personto
identify the natural person directly
or indirectly. i




What doesit mean?

A A person is identifiable, if:

I Plausible attack: The attacker has enough motivation to
launchtheat t ac k e

I Reasonable chance of succeeding: the success
probability of theattack is high enough

A There are NO explicit pre-defined thresholds of plausibility
and reasonable chance in GDPR, as it is context-dependent
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Example

A A hospital in Michigan publishes a medical dataset with 3
attributes: (1) 2P,(2) Age, (3) Sex, (4) Diagnosis

A Itis personal data according tothe GDPR

A Microdata (individuals are identified)

Name Zipcode | Age | Sex Disease
Alice S. 47677 29 F Ovarian Cancer
Betty Q. 47602 22 F Ovarian Cancer

Charles D. 47678 27 M Prostate Cancer
David E. 47905 43 M Flu
mily J. 47909 52 F Heart Disease
47906 47 M Heart Disease

Removing
names?
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Example

A Re-identification attack:
1. Purchasethe voter registration data for $10

Microdata \oter registration data
Zipcode Age Sex Disease Name Zipcode Age Sex
47677 29 F Ovarian Cancer Alice 47677 29 F
47602 22 F Ovarian Cancer
47678 27 M Prostate Cancer Bob 47983 65 M
47905 43 M Flu Carol 47677 22 F
47909 52 F Heart Disease
Dan 47532 23 M
47906 47 M Heart Disease
Ellen 46789 43 F




Example

A Re-identification attack:

1. Purchasethe voter registration data for $10

2. Associate avoter record with the corresponding medical record (along with
matching ZIPAge, Sexattributes)

Microdata \oter registration data
Zi L=Age | Sex Disease Name Zipcode Age Sex
47677 29 F> Ovarian Cancer Alice < 47677 29 =
47602 22 F Ovarian Cancer
47678 27 M Prostate Cancer Bob 47983 65 M
47905 43 M Flu Carol 47677 22 F
47909 52 F Heart Disease
Dan 47532 23 M
47906 47 M Heart Disease
Ellen 46789 43 F
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Example

A Re-identification attack:

1. Purchasethe voter registration data for $10

2. Associate avoter record with the corresponding medical record (along with
matching ZIPAge, Sexattributes)

A Success probability of linking: 63 %*

Microdata \oter registration data
Zi L=Age | Sex Disease Name Zipcode Age Sex
47677 29 F> Ovarian Cancer Alice < 47677 29 =
47602 22 F Ovarian Cancer
47678 27 M Prostate Cancer Bob 47983 65 M
47905 43 M Flu Carol 47677 22 F
47909 52 F Heart Disease
Dan 47532 23 M
47906 47 M Heart Disease
Ellen 46789 43 F




Examplell. ¢ Query Auditing

A Given a database with some disclosure policy

i HIV Is private, but aggregated values of HIV records may be

available

e.g. SUM, COUNT, MEDIAN, MAX

JohnS.

JohnD.
JerrykK.
JackD.

EveA.

Male
Male
Male
Male
Female

1123
1123
1114
8423
1234

5.2
6.1
3.2
7.1

True
False
True
False
True
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Examplell. ¢ Query Auditing

solve a system of linear equations

A SUM(HIVWHEREIP<8000 —_

CJ dat Xt Xat X = 2 11110 2
A SUMHIVWHEREZIP=1123 7 1 5 0 o | x = 1
T Xt X%=l 0 00 1 1| x4 1
A SUM(HIVWHEREIP>1200 ) L R

T X+ Xg=1 wherex; m {0, 1} forall i
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Examplell. ¢ Query Auditing

solve a system of linear equations

A SUMHIVWSERE 77 o x]
T Xt Xt X Q [ 111 0 | xo 2 |
A SUMEHLAL 1 100 0 |x3 =1
T X R MATHS 0001 1 |xg 1
A SUM 2 — | xs -

T X3 MAGIC wherex; in {0, 1} foralli
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Examplell. ¢ Query Auditing

solve a system of linear equations

A SUMHIVWNERE 77 skl
T XXt Xg B B 1 0 |x, 2
A SUMERA 4 0 0 x5 = |1
A S];U)I(\l/|+ > MAT 1 1 x4 1
J x| C-

T X3 MAGI for all i

20



Philosophyof Differential privacy

A Absolute (Perfect) privacy. accessto the published data should
not enable the adversary to learn anything extra about any
iIndividual compared to no accessto the data
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Philosophyof Differential privacy

A Absolute (Perfect) privacy. accessto the published data should
not enable the adversary to learn anything extra about any
Individual compared to no accessto the data

This Is
unachievable in

practice!

There is always some background knowledge which allows
absolute privacy breach
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PhilesophycofiDifferentiabprivacy

A AVG =175cm

A Johnis +10

Privacy breach?
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PRIVACY BREACH! ‘& -
(in absolute sense)

|
AJohn has cancer with
50% and smokes

A Study shows smoking
causes cancer in 92%




BUT!

Does removing John
from the database
cause any change in
the outcome?




A The outcome of the anonymization
scheme should be more or less
independent of the value of a single record

U ldoesnotin | erdokmation about any
single record

U Itcan formally be proven!

A Differential privacy aims to hide only those
information thatis specific to John (orany
single individual in the dataset)
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